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Industrial Trustworthiness and Security

Setting the goal

Trustworthiness and Security of value chains are inevitable for smooth and efficient operation within smart
manufacturing and Industrie 4.0 environments. Factories and construction facilities usually are protected by
locally defined and controlled security architectures according to a company’s policy or/and policy influenced
by regulations from national governments (such as NIS2 or Cyber Resilience Act in Europe). Since Industrie
4.0 concepts strive for smart collaboration in manufacturing between different sites, different companies, in
different national domains, an overall security and trustworthiness concept is needed to securely link all activ-
ities. This especially affects also value chains.

Establishing and ensuring trustworthiness in a value chain is not trivial as it comprises many actors with varying
capabilities, interests, tools and existing processes. Moreover, supply and value chains are not linear and
comprise many stakeholders that contribute with their products: hardware, software and/or services. The se-
curity working groups of Robot Revolution & Industrial loT Initiative and Plattform Industrie 4.0 took the chal-
lenge to work together on concepts of trustworthiness for securing international value chains with the goal to
establish the results within global standardization work.

Current Status

e Published seven whitepapers related with Value Chain Security since 2017 and expanded our
ideas encompassing Trustworthiness concept for Organizational Trustworthiness and Product Trust-
worthiness, Chain of Trustworthiness along supply chains, Trustworthiness repository and relevant
attributes. The 7 whitepaper published for Hannover Fair 2025 describes “Trustworthiness Concept
— Ensuring Trustworthiness of Product Related Data in a value chain”.

o The RRI questionnaire on security requirements for suppliers was referenced in the "Guidelines for
Cyber and Physical Security Measures in Factory Systems* issued by METI (Ministry of Economy,
Trade and Industry). This questionnaire has been implemented with the , Trustworthiness Profile” ap-
proach within the German funded ,Legal Testbed Project”.

e Continuous active participation from both groups in security standardization activities related to 14.0
Cybersecurity, esp:

o ISO/IEC JTC1 SC 41>>ISO/IEC TS 30168 published (GTA API), and
o ISO TC 292 WG4 >> ISO DIS 22373ramework for establishing trustworthy supply and value
chains

Next Steps
Cooperation Topic Proposals for 2025 ff. are:

e Support for trustworthiness architecture for Data Space use case from other WG and Security Support
for Manufacturing-X projects.
e Further establishment of Trustworthiness concept for data, examination of:
o Means of ensuring persistence and reliable binding between a product and its data.
o Analysis scenarios-based trustworthiness expectations (TWE) and capabilities (TWC) for
data.
e Additional candidates are “Role of trustworthiness for sustainability along value chains” and “Trust-
worthiness in standards related with Digital Product Passport.
o Work on a trustworthiness infrastructure based on organizational wallets and digital identities for enti-
ties including Al agents.
e  Work for overarching Security/Trustworthiness governance concept and “Wallet” for industrial cooper-
ation.

Consideration of Al based challenges toward trustworthiness and security.




